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1	Decision/action requested
Approve the text changes below
2	References
 [1] TS 33.501	
[2]   TS 23.502         

3	Rationale
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Specific services of SMS over NAS are defined in TS 23.501 [2], and procedures for SMS over NAS are specified in TS 23.502 [8]. 
For registration and de-registration procedures for SMS over NAS, the details are specified in subclause 4.13.3.1 and 4.13.3.2 in TS 23.502 [8]. The NAS message can be protected by NAS security mechanisms.
For MO/MT SMS over NAS in CM-IDLE/CM-CONNECTED via 3GPP/non-3GPP, the UE has already activated NAS security with the AMF before sending/receiving SMS. The NAS Transport message shall be ciphered with NAS ciphering key based on the KAMF, and integrity protected with NAS integrity key based on the KAMF by the UE/AMF as described in subclause 6.4 in the present document.
For MO SMS using one step approach in CM-IDLE, an initial NAS message including SMS shall be integrity protected with NAS integrity key based on the KAMF. In addition, this NAS message needs to be partially ciphered based on NAS ciphering key with the same encryption algorithm that was agreed during the NAS SMC exchange. In this case, an indication for partially ciphered shall be included in the NAS message, and the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered.
Editor's Note: The details for partially ciphered mechanisms shall be defined by CT1 specification. Additional text needs to clarify both SMS over NAS procedures as described by SA2 are FFS.
 “
In TS 23.502 clause 14.3.3 decsribes the MO SMS over NAS in CM-IDLE and clause 14.3.4 describes the MO SMS using One StepApproach in CM_IDLE in CM-IDLE. 
How UE builds the message is specified in 23.502 clause 4.13.3.3 : 
2a.“The UE builds the SMS message to be sent as defined in TS 23.040 [7] (i.e. the SMS message consists of CP-DATA/RP-DATA/TPDU/SMS-SUBMIT parts). The SMS message is encapsulated in an NAS message with an indication indicating that the NAS message is for SMS transporting. The UE send the NAS message to the AMF.
2b.	The AMF forwards the SMS message and SUPI to the SMSF serving the UE over N20 message by invoking Nsmsf_SMService_UplinkSMS service operation. In order to permit the SMSF to create an accurate charging record, the AMF adds the IMEISV, the local time zone, and the UE's current TAI and CGI. “
So AMF while parsing the incoming NAS message is expected to identify the indication that this message contains an SMS message payload. And forward the SMS payload to the SMSF.
Since the UE is assumed to be in CM-IDLE, both UE and the AMF share a NAS security context. This context can be used to security protect the entire NAS message, i.e encrypt the SMS payload and integrity protect the NAS message. 
For security purposes there is no reason the solution be different whether it is a one step procedure or the base procedure defined in SA2. From the AMF point of view, the way it treats the NAS message should not be different or dependent on UE behavior. Hence same solution can be applied in both scenarios.   The current text in the paragraph is generic enough for both procedures. The second paragraph regarding the One step procedure can be deleted.
4	Detailed proposal
********************************** Start of text ****************************************
12	Security aspects of SMS over NAS
Specific services of SMS over NAS are defined in TS 23.501 [2], and procedures for SMS over NAS are specified in TS 23.502 [8]. 
For registration and de-registration procedures for SMS over NAS, the details are specified in subclause 4.13.3.1 and 4.13.3.2 in TS 23.502 [8]. The NAS message can be protected by NAS security mechanisms.
For MO/MT SMS over NAS in CM-IDLE/CM-CONNECTED via 3GPP/non-3GPP, the UE has already activated NAS security with the AMF before sending/receiving SMS. The NAS Transport message shall be ciphered with NAS ciphering key based on the KAMF, and integrity protected with NAS integrity key based on the KAMF by the UE/AMF as described in subclause 6.4 in the present document.
For MO SMS using one step approach in CM-IDLE, an initial NAS message including SMS shall be integrity protected with NAS integrity key based on the KAMF. In addition, this NAS message needs to be partially ciphered based on NAS ciphering key with the same encryption algorithm that was agreed during the NAS SMC exchange. In this case, an indication for partially ciphered shall be included in the NAS message, and the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered.
Editor's Note: The details for partially ciphered mechanisms shall be defined by CT1 specification. Additional text needs to clarify both SMS over NAS procedures as described by SA2 are FFS.
*************************************  End of text  ****************************************
